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Contribution from Norway to the OHCHR report on information and communications technology and child sexual exploitation – Human Rights Council Resolution 28/19 
The Norwegian Ministry of Justice and Public Security has the following contribution to the OHCHR report on information and communications technology and child sexual exploitation.
The Norwegian approach to online information and communications technology and child sexual exploitation 

The challenges of combatting child sexual exploitation online needs to be handled in a holistic and multisectoral approach. Technological developments increase the possibilities to share and to get access to child sexual abuse material as well as making it easier to hide these activities. Trends indicate for example that children are more directly involved in the making of the abuse material themselves, e.g. through so-called sextortion where children and adolescents are targeted through social media platforms. 

Norway has for years made strong efforts to combat child sexual abuse and the distribution of associated material online. Norwegian law enforcement takes part in relevant international fora as Interpol and Europol, to exchange evidence as well as collaborate through international agreements and operations. Norwegian police/ Norwegian National Criminal Investigation Service (NCIS) is a spearhead in the Norwegian law enforcement concerning online child abuse and associated material. There is an on-going organisational reform of the Norwegian police which has as one of its aims to ensure effective prevention and investigation of cases of sexual abuse. The reform is expected to deliver improved co-operation and better use of resources in the police.. The Criminal Procedure Act includes from 2 October 2015 new responsebilities for the police concerning  questioning, according to this the Police Districts will ensure good procedures related to children and other particularly vulnerable persons and witnesses.

In April 2007, a new provision was added to section 201a of the Penal Code - § 306 in the revised Penal Code which came into force 1 October 2015. The provision applies to what is referred to as “grooming”. Pursuant to this provision, a person who has arranged a meeting with a child under 16 years of age in order to commit sexual abuse of the child, and has come to the meeting place or to a place from where the meeting place can be observed is liable to punishment for “grooming”. The purpose of the provision is to be able to apprehend persons who intend to commit sexual abuse of children before the abuse occurs.   

Actions against online child sexual exploitation should be considered in relation to the general approach towards sexual abuse and exploitation as well as strategies to fight cybercrime. Measures countering online child sexual abuse are therefore included as part of a number of action plans and strategies. The following action plans and strategies include reference to child sexual exploitation/abuse online:

· “En god barndom varer livet ut” (“Childhood lasts all through life”) includes measures for police work concerning online child abuse material, development of police officers’ competence and capacity as well as a mapping of the exisiting reporting mechanisms and whether they are fit for purpose considering children and parents’ need for help. 

·  “Childhood comes but once National strategy to combat violence and sexual abuse against children and youth (2014–2017)” (6.3 Child abuse material online)
Interministerial action plan – Children, Youth and the Internet (not available online) – the plan for 2015 provides funding for a knowledge enhancement project.

· Strategy to combat ICT-crime (in Norwegian) underlines the importance of improved and more specialised knowledge within the police to improve e.g. investigative police work related to ICT-crimes. The Police Directorate has also published a more detailed strategy outlining responsebilities, roles and needed cooperation to work against ICT-crime. 

 Suggested actions – international cooperation  

Concerted action across countries and sectors 
Norway strongly supports increased co-operation to ensure the identification and help to as many victims as possible as well as making concerted action against perpetrators.
Co-operation between governments and law enforcement agencies is a pre-requisite to develop effective actions against online child sexual exploitation/abuse. To encompass the range of challenges related to information and communications technology and child sexual exploitation a cross-sector approach is needed. To reflect needs for action ranging from preventive measures, awareness-raising among children, parents and professionals, assisting victims, prosecution of perpetrators, development of safety-by-design products and services etc., many sectors must be involved. Supporting formal and informal networks to share good practices is useful. 

Cooperation on national and international level should include law enforcement, children’s services, the health sector, education as well as 3rd party representatives from innovation/business sector as well as non-governmental organisations. Public-private partnerships have proved to be fruitful, e.g. in development and use of the PhotoDNA technology where INTERPOL and Microsoft collaborate to improve the work of the world police body’s efforts to identify victims of child abuse worldwide. 

Norway would like to make a note of the importance of not duplicating efforts when setting up international initiatives with similar and overlapping objectives. 

Ensuring knowledge driven polices and actions: Cooperation and co-funding of knowledge development and research 
In order to have updated knowledge about trends, risks and threats towards children ocurring through the use of online technologies there is a need to secure funding of research on this topic. The research should be interdisciplinary and draw on insights across countries and be collaborative between academic institutions and others. Studies should be carried out on a regular basis to increase and maintain the level of knowledge as technology development is rapid and user patters also shows a fast evolvement. 
[bookmark: _GoBack]Collecting and sharing good practices, also beyond law enforcement, should be developed in the international context. 

 


