Submission to study on private ICT sector responsibilities – information of the Slovak Republic
Since ratification of the Council of Europe Convention on Cybercrime (regulation No. 137/2008 Coll.) in 2008, the Slovak Republic (SR) is paying an increased attention to the issue of cybercrime. Recommendations and obligations arising from it have been implemented into Slovak Criminal Code and Criminal Procedure. Even though this criminal legislation does not contain the term “cybercrime”, the current criminal legislation [Art. 122 Sec. 2 letter a) of the Act No. 300/2005 Coll. Criminal Code] defines the criminal offence committed publicly as a criminal offence which is committed also via cyber network. 

The cooperation of the Police force with the ICT providers is realized exclusively in terms of valid legislation, specifically by means of the relevant provisions of the Criminal Procedure and of the Act No. 171/1993 Coll. on Police force.

It is possible to delete the content or services pursuant to Art. 90 Sec. 1 letter c) d) of the Criminal Procedure on the basis of an order, that can be issued by the presiding judge before commencement of the prosecution and/or by the public prosecutor in pre-trial phase and that must be justified on factual circumstances and on the person that holds or controls such data.

The localization of the person has been embedded by the legislator into the Art. 76 Sec. 4 of the Act No. 171/1993 Coll. on Police force. The above-mentioned provision entitles the Police force, when searching for the missing person, to ask legal and natural persons operating electronic communication networks or providing electronic communication services, with prior consent of a relative in the ascending line, relative in the descending line, sibling, adoptive father or mother, husband of the adoptive father or mother, adoptive child, husband or partner of the missing person or the one who has been entrusted with upbringing, care or attendance of the missing person; the written request of the Police force must be satisfied without undue delay.

The decryption of data is possible pursuant to Art. 90 Sec. 1 letter e) of the Criminal Procedure on the basis of an order which can be issued by the presiding judge before beginning of the prosecution and/or by the public prosecutor in pre-trial phase and that must be justified on factual circumstances and on the person that holds or controls such data.
Freedom of expression is guaranteed by the Art.26 of the Constitution of the Slovak Republic. Policemen, when exercising service, are obliged to follow valid law, i.e. to respect freedom of speech as well. In case he/she violates the above-mentioned, pursuant to Art. 192 Sec. 1 letter e) of the Act No. 73/1998 Coll. on the civil service of members of the Police Force, the Slovak Intelligence Service, the Court Guards and Prison Wardens Corps and the Railway Police, as amended, he/she faces dismissal from the civil service, if he/she breached the civil service oath or a civil service duty in a grave manner and his/her remaining in civil service would be detrimental to important interests of the civil service. In such a case the civil service employment of the respective policeman terminates by means of an act – personal decision on dismissing the policeman officer from the civil service due to reasons provided by law.

There is a cybercrime department at the Criminal Police Bureau of the Presidium of the Police Force as a specialized unit in the respective issue which deals predominantly with attacks on computer systems, child pornography on internet, payment card frauds and copyright infringements on internet, respectively other criminal activities that might be considered as cybercrimes within the meaning of the Cybercrime convention.  

