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INTRODUCTION

	This paper surveys the landscape of U.S. law regulating the use of private military and security contractors overseas.   The increasing privatization of U.S. military and security functions in the last two decades has presented enormous challenges of oversight and accountability.  At the high point of the conflict in Iraq and Afghanistan, the number of military and security contractors employed by the United States soared to 260,000 and the ratio of contractors to troops hovered around, and often exceeded, one to one.[footnoteRef:2]  As the United States has brought troops home, the number of contractors has shrunk as well. Currently, 44,824 contractors work for the Department of Defense (DOD) in areas under U.S. Central Command, which includes Afghanistan and Iraq, although this figure does not include Department of State (DOS) contractors.[footnoteRef:3]  Nonetheless, U.S. government officials admit that military and security contractors are now a permanent fixture of the U.S. military and security establishment.   [2:  COMM’N ON WARTIME CONTRACTING IN IRAQ AND AFGHANISTAN, TRANSFORMING WARTIME CONTRACTING: CONTROLLING COSTS, REDUCING RISKS (2011), available at http://cybercemetery.unt.edu/archive/cwc/20110929213820/http://www.wartimecontracting.gov/docs/CWC_FinalReport-lowres.pdf.]  [3:  DEP’T OF DEFENSE, CONTRACTOR SUPPORT OF OPERATIONS IN THE USCENTCOM AREA OF RESPONSIBILITY (Oct. 2015), available at http://www.acq.osd.mil/log/ps/.CENTCOM_reports.html/5A_October2015_Final.pdf.] 


The primary legal frameworks that protect human dignity and govern the use of force, including international human rights law and international humanitarian law, were largely designed in an era when predominantly governmental actors performed military and security functions overseas.   Now that private contractors are filling a broad range of roles such as building military bases; installing the communications equipment that goes in them; cooking meals for troops on the ground; transporting those troops; fixing equipment; defusing land mines, and protecting U.S. diplomats, military convoys, and military bases --- those legal frameworks have come under enormous strain.  Indeed, new uses of contractors, such those involved in operating drones, including steering takeoff and landing, maintaining equipment, loading bombs, and assessing the intelligence that the drones collect, has presented more challenges.[footnoteRef:4] And recent revelations about the role of contractors in designing the Central Intelligence Agency’s harsh interrogation practices, and the overwhelming percentage of contractors serving as interrogators in CIA detention facilities, has sparked particular concern.[footnoteRef:5] The United States has had to cobble together a patchwork of statutes, regulations, and policies to ensure that contractors respect the kinds of fundamental principles that troops and government officials have long been required to obey, such as the appropriate use of force.  As I have argued elsewhere, foreign affairs privatization demands not merely a revision of existing legal instruments, such as treaties and statutes, to ensure they apply to contractors;  privatization also requires new mechanisms of accountability and oversight, such as the use of government contracts themselves and the managerial supervision of those contracts, the development of public-private accreditation regimes, soft law commitments, and mechanisms to ensure transparency.[footnoteRef:6]  While the U.S. government has made important strides in each of these areas, significant additional reforms are still needed. [4:  For an account of oversight and accountability problems posed by the increasing outsourcing of functions related to the operation of drones, see Laura A. Dickinson, Drone Contractors: An Oversight and Accountability Gap, JUST SECURITY, July 21, 2015, available at https://www.justsecurity.org/24795/drone-contractors-oversight-accountability-gap/; Laura A. Dickinson, Drones and Contractor Mission Creep, JUST SECURITY, Aug. 5 2015, available at https://www.justsecurity.org/25223/drones-contractors-mission-creep/; see also Abigail Fielding-Smith & Crofton Black, Drone Warfare: How Private Sector is Cashing in on Pentagon’s “Insatiable Demand” for Drone War Intelligence, BUREAU OF INVESTIGATIVE JOURNALISM REPORT, July 30, 2015, available at https://www.thebureauinvestigates.com/2015/07/30/reaping-the-rewards-how-private-sector-is-cashing-in-on-pentagons-insatiable-demand-for-drone-war-intelligence/; James Risen & Mark Mazetti, CIA Said to Use Outsiders to Put Bombs on Drones, N.Y. TIMES, Aug. 20, 2009, available at http://www.nytimes.com/2009/08/21/us/21intel.html?_r=0; Jeff Schogol, Air Force Moves to Reduce Stress on Drone Pilots, AIR FORCE TIMES, May 20, 2015, available at http://www.airforcetimes.com/story/military/2015/05/20/relief-for-drone-pilots/27648065/. ]  [5:  SENATE INTELLIGENCE COMMITTEE STUDY ON CIA DETENTION AND INTERROGATION PROGRAM, available at http://www.feinstein.senate.gov/public/index.cfm/senate-intelligence-committee-study-on-cia-detention-and-interrogation-program. For a discussion of the oversight and accountability problems revealed by the Senate Intelligence Committee Report on the CIA interrogation program, see Laura A. Dickinson, Outsourcing Security: Problems and Solutions, THE CONVERSATION, Jan. 12, 2015, available at https://theconversation.com/outsourcing-war-and-security-problems-and-solutions-35728.]  [6:  LAURA A. DICKINSON, OUTSOURCING WAR AND PEACE: PRESERVING PUBLIC VALUES IN AN ERA OF PRIVATIZED FOREIGN AFFAIRS (2011).  Two important initiatives of this type are the Montreux Document, INT’L COMM. OF THE RED CROSS & FEDERAL DEPARTMENT OF FOREIGN AFFAIRS OF SWITZERLAND, MONTREUX DOCUMENT ON PERTINENT INTERNATIONAL LEGAL OBLIGATIONS AND GOOD PRACTICES FOR STATES RELATED TO OPERATIONS OF PRIVATE MILITARY AND SECURITY COMPANIES DURING ARMED CONFLICT (2008), available at https://www.icrc.org/eng/assets/files/other/icrc_002_0996.pdf, and the INTERNATIONAL CODE OF CONDUCT FOR PRIVATE SECURITY PROVIDERS (2010), available at http://icoca.ch/sites/all/themes/icoca/assets/icoc_english3.pdf.  For a discussion of the soft law commitments contained in the Montreux Document and the public-private initiative to define standards, accredit, and monitor private security contractors in the code of conduct, see Laura A. Dickinson, Regulating the Privatized Security Industry: The Promise of Public/Private Governance, 63 EMORY L.J. 417 (2013).] 



Overview

I. Scope of Legislation

Legal regulation of private military and security contractors (PMSCs) under U.S. law is a patchwork quilt of disconnected statutes, agency regulations, and policy guidance.  While there is no national comprehensive legislation on the subject, many statutes do address important areas of regulation.  Yet protection of human rights often takes a back seat to other goals in the statutory schemes, which were designed with different primary purposes in mind.

To begin with, the legal framework for determining which functions are “inherently governmental,” and therefore may not be outsourced, derives in part from the Federal Activities Inventory Reform Act (FAIR) of 1998,[footnoteRef:7] in part from the Office of Management and Budget (OMB) policy guidance reflected in Circular A-76,[footnoteRef:8] and the more recent OMB Office of Federal Procurement Policy Letter of September, 2011,[footnoteRef:9] as well as individual agency regulations and guidelines.  In addition to the fact that these multiple standards are vague and in some cases conflict with one another (as discussed in Part IV below), they also do not really focus on human rights specifically.  Rather, they evolved as part of initiatives to promote competition in the government outsourcing process.  A few piecemeal legislative efforts have targeted specific functions based in part on concerns about the risk of human rights abuses that might be committed by contractors.  For example, in response to the abuses at Abu Ghraib prison in Iraq, the National Defense Authorization Act of 2009[footnoteRef:10] banned the use of contractor interrogators by the Department of Defense (DOD) in most cases, though the prohibition may be waived in some circumstances.  [7:  The Federal Activities Inventory Reform Act of 1998, Pub. L. No. 105-270 Sec. 5(2)(A), 112 Stat. 2382 (1998).]  [8:  Executive Office of the President, Office of Management and Budget, Circular No. A-76, available at https://www.whitehouse.gov/sites/default/files/omb/assets/omb/circulars/a076.pdf.]  [9:  OFFICE OF FEDERAL PROCUREMENT POLICY (OFPP), POLICY LETTER 11-01, PERFORMANCE OF INHERENTLY GOVERNMENTAL AND CRITICAL FUNCTIONS, 76 Fed. Reg. 56 (Sept. 12, 2011), available at http://www.gpo.gov/fdsys/pkg/FR-2011-09-12/pdf/2011-23165.pdf.]  [10:  National Defense Authorization Act for Fiscal Year 2010, Pub. L. 111-84, Sec. 1038 (Oct. 28, 2009), 123 Stat. 2190.] 


Criteria for authorizing or licensing PMSCs can be found in two separate statutory and regulatory schemes discussed in Part II below.  The first addresses the export of PMSC services, and is governed by the Arms Control Export Act (ACEA)[footnoteRef:11] and accompanying regulations, the International Traffic in Arms Regulations (ITAR),[footnoteRef:12] administered by the Department of State.  The second is the overall government contracts system, a complex web of statutes and regulations.  Neither system focuses specifically on human rights, as the first is concerned predominantly with protecting U.S. national security interests in the export of arms, and the main purpose of the second is to promote competition and “best value” in the government contracting process.  Yet Congress and the agencies have made targeted reforms to the government contracts regime to address human rights concerns.  For example, responding to Congress’s direction in the National Defense Authorization Act of 2011,[footnoteRef:13] the DOD collaborated with the American National Standards Institute, which in turn received input from human rights organizations and industry, to develop PSC-1: American National Standard on Management System for Quality of Private Security Operations—Requirements with Guidance.[footnoteRef:14]  The standard, which is now incorporated into the contracting process, applies principles derived from international human rights law and international humanitarian law to private security contractors.   [11:  Foreign Military Sales (Arms Export Control) Act of 1968, Pub. L. No. 90-629, 82 Stat. 1320 (codified as amended in scattered sections of 22 U.S.C.).]  [12:  International Traffic in Arms Regulations, 22 C.F.R. Sec. 120-130 (2013).]  [13:  National Defense Authorization Act for Fiscal Year 2011, Pub. L. No. 111-383, Sec. 833, 124 Stat. 4137 (Jan. 7, 2011).]  [14:  ASIS INT’L, MANAGEMENT SYSTEMS FOR QUALITY OF PRIVATE SECURITY COMPANY OPERATIONS-REQUIREMENTS WITH GUIDANCE, ANSI/ASIS, PSC.1-2102 (Mar. 5, 2012), available at http://www.acq.osd.mil/log/ps/.psc.html/7_Management_System_for_Quality.pdf.] 


Accountability for human rights violations committed by PMSCs overseas turns on a separate set of statutes discussed in Part V. The primary statute that confers jurisdiction on U.S. courts to try cases involving crimes committed by PMSCs extraterritorially is the Military Extraterritorial Jurisdiction Act (MEJA),[footnoteRef:15] but it is not comprehensive because it applies only to contractors working for the DOD or those whose employment relates to a DOD mission.  Civil liability through the tort system is also highly uncertain largely because the scope of the Federal Tort Claims Act (FTCA),[footnoteRef:16] which governs the extent of tort liability against the government by waiving sovereign immunity in some circumstances, is unclear.  Courts have taken divergent approaches to this issue, with some courts concluding that contractors should be broadly immune from suit.  [15:  Military Extraterritorial Jurisdiction Act, 18 U.S.C. Sec. 3261-3267.]  [16:  Federal Tort Claims Act, 28 U.S.C. Sec. 1346(b), 2671-2680.] 


Overall, the United States has a variety of legal frameworks that regulate PMSCs.  And in recent years, Congress and the agencies have modified statutes and regulations to address some specific human rights concerns.  Yet much more comprehensive legislation in this area would be beneficial.


II.  Licensing, Authorization, and Registration

In general, two different U.S. legal frameworks govern the licensing, registration, and authorization of PMSCs.  The first regulates the export of private military and security services and is quite restrictive.  It does not, however, focus specifically on human rights or humanitarian law issues, or on training in the rules regarding the use of force.   The second legal framework governs the selection of firms that provide such services to the U.S. government itself and is part of the general government contracts regime. Within this framework, some regulations have focused specifically on human rights and humanitarian law, but the overall framework contains some gaps.

a. Export of military and security services 

The foundation of the legal framework regulating the export of military and security services is the Arms Export Control Act of 1968 (AECA).[footnoteRef:17] The Department of Defense implements this statute through the International Traffic in Arms Regulations (ITAR),[footnoteRef:18] administered by the Department of State Directorate of Defense Trade Controls.[footnoteRef:19]  Under ITAR, all persons or entities who manufacture or export defense articles or services must register with the U.S. government.  The ITAR set out the requirements for licenses or other authorizations of specific exports.  Contractors who want to export defense services must engage in a rigorous process in order to receive a license from the Department of State and there is a presumption of denial of exports to certain countries. Although the ITAR process is a demanding one, the ITAR does not explicitly refer to the norms of human rights or humanitarian law, or training in the rules regarding the use of force.    [17:  See supra note 10.]  [18:  See supra note 11.]  [19:  22 C.F.R. Sec. 120.1(a).] 


b. PMSCs operating under contract with the U.S. government

A second legal framework, the government contracts regime, governs the authorization of PMSCs who provide services to the U.S. government itself.  Thus, as a starting point, PMSCs companies are subject to the same set of statutes, regulations, and guidelines that govern non-military and security contracts.[footnoteRef:20]  In addition, supplemental regulations guide the procurement process for defense contracts and any contract performed outside the United States in a “designated operational area or supporting a diplomatic mission” or performing security functions.[footnoteRef:21]   [20:  See, e.g., Federal Acquisition Regulation System (FARS), 48 C.F.R. Ch.1. ]  [21:  Defense Federal Acquisition Regulation Supplement (DFARS), 48 C.F.R. Sec. 225.3, 225.74 (2013).] 


	This broad legal framework does not focus specifically on the obligations of contractors to respect international human rights or humanitarian law principles, but certain steps in the process include assessment of criteria that could be considered relevant to these principles.  For example, a critical stage in the contracting process is the determination that a contractor is “responsible.”  Without such a determination, a contractor may not receive an award.  A finding of responsibility requires an assessment that the firm in question (i) has adequate financial resources; (ii) has demonstrated satisfactory performance and business integrity; (iii) possesses the necessary organization, experience, accounting and operation controls, and technical skills, (iv) owns the necessary equipment and facilities; and (v) is otherwise qualified.[footnoteRef:22]   The question whether a contractor “has demonstrated satisfactory performance and business integrity,” specifically, could incorporate practices related to respect for human rights.  Yet more specific language here referring to human rights practices could be helpful.  [22:  48 C.F.R. Sec. 9.104-1.] 


III.  Selection and Training of Personnel, Rules on the Acquisition of Weapons, and the Use of Firearms

Through the government contracts regime, the United States does impose requirements for the training and selection of PMSC personnel for firms entering into contracts with the U.S. government and specifically addresses the acquisition of weapons and the use of firearms.  In general, for contracts performed outside of the United States, contract language requires firms to provide assurances that their personnel comply with (i) U.S., host country, and third country national laws; (ii) treaties and international agreements; (iii) U.S. regulations, directives, instructions, policies, and procedures; (iv) force protection, security, health, or safety orders, directives, and instructions issued by the Chief of Mission or Combatant Commander.[footnoteRef:23]    [23:  48. C.F.R. Sec. 52.225-19.] 


More specifically, the firms undertake to ensure they have taken multiple steps related to training and selection of their employees.  They must ensure that their personnel have received security and background checks and medical and fitness checks.  They also must agree to provide notice to personnel that they are subject to U.S. criminal and civil jurisdiction.  Firms must provide and maintain a list of personnel.  And if the employees will carry weapons, the contractor must turn over a list of personnel authorized to do so, ensure that those personnel are adequately trained to use the weapons, and confirm they are not barred from possession of a firearm by U.S. law.[footnoteRef:24]  Security contactors must meet further requirements, such as “registering, processing, accounting for, managing, overseeing, and keeping appropriate records” of personnel performing private security functions, and the registration of weapons, armored vehicles, and other military-like vehicles in the Synchronized Pre-Deployement Operational Tracker (SPOT).[footnoteRef:25] [24:  Id.]  [25:  48 C.F.R. Sec. 225.370-4, 252.225-7039.] 


	In addition, regulations require contractor personnel accompanying the armed forces deployed outside the U.S. and those performing security functions outside of the United States to receive training in international human rights law, international humanitarian law, and appropriate rules regarding the use of force, and cultural awareness.  Each contractor must also agree that its personnel will be processed through a DOD pre-deployment center, to include training specifically on the Geneva Conventions, the use of force, use of weapons, and country and cultural awareness.[footnoteRef:26]  The regulations also mandate training for contractor personnel who will be interacting with detainees, and this training must address the international obligations and laws of the U.S. applicable to detainees, including the Geneva Conventions.[footnoteRef:27] [26:  48 C.F.R. Sec. 252.225-7039.]  [27:  48 C.F.R. Sec. 252.225-7401.] 


	A recent standard further enhances training requirements and responsibilities of security contractors regarding human rights, humanitarian law, and the use of weapons. Pursuant to the National Defense Authorization Act for 2011, Congress directed the DOD to implement a standard targeting security contractors in areas of combat operations, contingency operations, or other military operations.[footnoteRef:28]  The American National Standards Institute developed such a standard in collaboration with the DOD, and the DOD now requires all security firms who are awarded contracts to comply with this standard, PSC-1.[footnoteRef:29]  The standard is quite comprehensive and specifically incorporates elements from the Montreux Document on Pertinent International Legal Obligations and Good Practices for States Related to Operations of Private Military and Security Companies during Armed Conflict.  In particular, PSC-1 lays out the applicable norms of human rights and humanitarian law and details concrete practices and procedures that firms must implement and maintain to promote respect for those norms.  Under PSC-1, firms must train employees in human rights, including specifically on the prohibitions of torture and human trafficking and relevant culture and religion.  [28:  See supra note 12.]  [29:  See supra note 13.] 


	Another important initiative has aimed to incorporate protections against human trafficking in the government contracts system.  Responding to the 2013 National Defense Authorization Act[footnoteRef:30] and Executive Order 12327,[footnoteRef:31] the Federal Acquisition Regulation Council published a final rule on January 29, 2015, imposing significant responsibilities on contractors to prevent human trafficking.[footnoteRef:32]  The DOD simultaneously published a rule amending the Defense Acquisition Regulation System (DFARS) to further implement DOD’s anti-trafficking policy.[footnoteRef:33]  These rules strongly prohibit trafficking (including in subcontracting), require firms to train employees in anti-trafficking measures and to provide a process for making complaints, and bar recruitment fees. [30:  National Defense Authorization Act of 2013, Pub. L. 112-239.]  [31:  Exec. Order No. 13627, 77 Fed. Reg. 60029 (Sept. 25, 2012), available at http://www.whitehouse.gov/the-press- office/2012/09/25/executive-order-strengthening-protections-against-trafficking-persons-fe]  [32:  Federal Acquisition Regulation, “Ending Trafficking in Persons,” 80 Fed. Reg. 4967 (codified at 48 C.F.R. pts. 1, 2, 9, 12, 22, 42, and 52).]  [33:  Defense Federal Acquisition Regulation Supplement, “Further Implementation of Trafficking in Persons Policy,” 80 Fed. Reg. 4999 (codified at 48 C.F.R. pts. 203, 204, 212, 222, and 252) ] 


	Together, these initiatives have greatly enhanced the protection of human rights within the government contracts system, but significant gaps remain.  Transparency and on-the-ground monitoring remains a perennial problem,[footnoteRef:34] which as increased now that the mandate for the Special Inspector General for Iraq Reconstruction (SIGIR) has lapsed.  Enforcement through the debarment process is notoriously cumbersome and erratic.[footnoteRef:35]  The establishment of a permanent inspector general for overseas contracting would go some way towards correcting this problem. [34:  See Dickinson, supra note 4.]  [35:  See COMM’N ON WARTIME CONTRACTING, FINAL REPORT, supra note 1, at 156.] 



IV. Permitted and Prohibited Activities

The United States has undertaken a number of legal and regulatory efforts to define so-called “inherently governmental functions” that may not be outsourced.  Despite these efforts, existing definitions remain vague and no effective enforcement mechanism exists to ensure that agencies apply them consistently.  Indeed, such ambiguities led the Commission on Wartime Contracting to observe in its final report to Congress in 2011 that “the inherently governmental standard is insufficient, offering little or no useful guidance for deciding whether contracting for non-governmental functions is appropriate or prudent in contingency operations.”[footnoteRef:36] [36:  See id., at 39.] 


The primary statutory definition of “inherently governmental functions” resides in the Federal Activities Inventory Reform Act (FAIR) of 1998.[footnoteRef:37]  This statute provides that such a function is one “so intimately related to the public interest as to require performance by Federal Government employees.”  The statute further provides, as an example, functions that “significantly affect the life, liberty, or property of private persons.”  The Office of Management and Budget (OMB) Circular A-76, which lays out U.S. policy prohibiting outsourcing of inherently governmental functions, advises against outsourcing if doing so will “significantly and directly affect the life, liberty, or property of individual members of the public” and increase the “likelihood of the provider’s need to resort to force, especially deadly force, in public or uncontrolled areas.”[footnoteRef:38]  But neither the definition in the FAIR Act or A-76 includes accompanying principles to guide policymakers in determining which specific functions have obtained “inherently governmental status.”   [37:  See supra note 6. ]  [38:  See supra note 7.] 


These shortcomings likely provided the impetus for the 2008 Presidential Memorandum on Government Contracting, which directed the Office of Federal Procurement Policy (OFPP) of the OMB to issue a policy letter to provide guidance to government agencies on circumstances when work must be performed by federal governmental employees.  The final guidance, released in September 2011, does provide somewhat greater clarity about which functions may be outsourced.[footnoteRef:39]  For example, the letter specifies that security providers should not participate in combat or engage in operations connected with combat or potential combat. [39:  See supra note 8.] 


Despite the greater coherence the letter provides, it does not resolve all ambiguities.  Rather, the letter coexists alongside multiple agency interpretations of the standard.  For example, the Department of Defense Instruction 1100.22, reflecting the FAIR language, states that “a function is IG [inherently governmental] if it is so intimately related to the public interest as to require performance by Federal Government personnel.”[footnoteRef:40]  Among the key activities defined as inherently governmental are the direction and control of combat and crisis situations, DOD civilian authority direction and control, military unique knowledge and skills, and military augmentation of infrastructure during war.  The DOD instruction also contains specific language about the types of security services that qualify as inherently governmental.  It provides, for example, that “assisting, reinforcing, or rescuing PSCs or military units who become engaged in hostilities are IG because they involve taking deliberate, offensive action against a hostile force on behalf of the United States.”[footnoteRef:41]  Yet other agencies offer conflicting interpretations.  For example, by contrast, the Department of State uses private contractors for standard security and quick-reaction force duties in Iraq and does not view those activities as inherently governmental.[footnoteRef:42]  Thus, each agency has its own distinct interpretation of the inherently governmental standard, and the OFPP letter, to the extent that it does bring some overarching principles to bear on the standard, is not in any event enforceable. [40:  Department of Defense Instruction 1100.22, Policy and Procedures for Determining Workforce Mix (April 12, 2010).]  [41:  Id.]  [42:  See COMM’N ON WARTIME CONTRACTING, FINAL REPORT, supra note 1, at 47.] 


In addition this array of standards, legislation has addressed a specific functions.  For example, the National Defense Authorization Act (NDAA) of 2009 established that interrogation is an inherently governmental function, although the Department of Defense can waive this prohibition in certain instances.[footnoteRef:43] [43:  See supra note 9.] 


In sum, the Commission on Wartime Contracting characterized the state of affairs fairly well when it stated that the inherently governmental rules reflect “much thought and effort” but the “overall result is muddled and unclear.  It is riddled with exceptions, ambiguities, and ad hoc legislated interventions.”[footnoteRef:44] Although the 2011 OFPP has provided somewhat more clarity, the lack of enforcement and conflicting agency interpretations are problems that persist. [44:  See COMM’N ON WARTIME CONTRACTING, FINAL REPORT, supra note 1, at 41.] 


V.  Accountability for Violations and Remedies for Victims

Victims have found relief under U.S. law in U.S. courts for abuses committed by military and security contractors.  In perhaps the most notable recent case, a federal court convicted four security guards who fired on civilians in Baghdad’s Nisour Square in 2011.[footnoteRef:45]  Employed by the firm then known as Blackwater under a contract with the U.S. Department of State, the guards were convicted of crimes that included murder, manslaughter, and weapons violations.  And a civil tort suit arising from the same incident reportedly settled for an undisclosed amount.[footnoteRef:46]   Yet the legal framework for accountability, both civil and criminal, remains riddled with gaps and loopholes that make relief uncertain at best. [45:  See Matt Apuzzo, Blackwater Guards Found Guilty in 2007 Iraq Killings, N.Y. TIMES, Oct. 22, 2014, available at http://www.nytimes.com/2014/10/23/us/blackwater-verdict.html?_r=1.]  [46:  David Zucchino, Iraqis Settle Lawsuits over Blackwater Shootings, L.A. TIMES, Jan. 8, 2010, available at http://articles.latimes.com/2010/jan/08/nation/la-na-blackwater8-2010jan08.] 


a. Criminal law

The biggest obstacle to criminal accountability in U.S. courts for crimes committed by PMSCs overseas remains jurisdiction.  The primary statute that confers jurisdiction on federal courts for extraterritorial crimes committed by contractors is the Military Extraterritorial Jurisdiction Act (MEJA).[footnoteRef:47]  Yet this provides jurisdiction only over crimes committed by contractors employed by the Department of Defense and those whose employment “relates to supporting the mission of the Department of Defense.”[footnoteRef:48]  Thus, jurisdiction over contractors working for agencies other than the Department of Defense, such as the Department of State, remains uncertain.  Indeed, jurisdiction in the Nisour Square case may prove to be an issue on appeal.  While a plausible argument can be made that the security contractors guarding the State Department diplomats in that case were supporting a Department of Defense mission, it is by no means crystal clear that an appellate court would agree.  Other provisions of federal law give the courts the power to try cases that arise in specific locations overseas (Special Maritime and Territorial Jurisdiction),[footnoteRef:49][footnoteRef:50] or for specific crimes (the War Crimes Act),[footnoteRef:51] but these statutes are piecemeal.  The Civilian Extraterritorial Jurisdiction Act (CEJA), a bill that has been languishing on Capitol Hill for years, would close these loopholes by ensuring that federal courts could try cases involving crimes committed by contractors working for any U.S. agency overseas.  The bill has obtained support from the Obama administration, as well as the industry. Yet it is unclear whether, or when, Congress will enact it. [47:  See supra note 10.]  [48:  18 U.S.C. Sec. 3267.]  [49:  18 U.S.C. Sec. 7.]  [50:  See Civilian Extraterritorial Jurisdiction Act of 2014, H.R. 5096, available at https://www.opencongress.org/bill/hr5096-113/text.]  [51:  18 U.S.C. Sec. 2441.] 


Military jurisdiction is possible in some cases, as Congress amended the Uniform Code of Military Justice in 2006 to allow for military trials of contractors in contingency operations.[footnoteRef:52]  Thus far, U.S. military courts have tried only one such case.  While the Court of Appeals for the Armed Forces upheld that decision,[footnoteRef:53] there are significant constitutional concerns about whether civilians may be tried in civilian courts, and the military has been reluctant to invoke its authority to try these cases.[footnoteRef:54] [52:  100 U.S.C. § 802(a)(10) (2012) ]  [53:  United States v. Ali, 71 M.J. 256, 268–69 (C.A.A.F. 2012).]  [54:  See Stephen I. Vladeck, Military Courts and Article III, 103 GEORGETOWN L.J. (forthcoming 2015).] 


In addition to jurisdictional problems, prosecutions of U.S. contractors have also posed significant investigatory challenges.   When contractors are operating in conflict zones, evidence can be difficult to gather.  In addition, multiple entities with conflicting purposes often collect information, and individual investigators may not be well-trained, factors which can combine to taint evidence.  In the Nisour Square case, for example, Department of State investigators interviewed witnesses on the scene and purported to give them immunity, which interfered with the ability of prosecutors to build their case.[footnoteRef:55]  Moreover, while Iraqi and U.S. military investigators arrived at the scene shortly after the incident, it took weeks before Federal Bureau of Investigation (FBI) agents were able to come to Iraq to conduct their investigation.  CEJA attempts to solve some of these problems by providing for inter-agency cooperation in investigating extraterritorial crimes committed by contractors. [55:  See U.S. v. Slough, 641 F.3d 544 (D.C. Cir. 2011).] 



b. Civil liability 

Avenues of civil liability exist within the United States, but the law in this area is quite unsettled.  Roughly three categories of plaintiffs have initiated tort suits in U.S. courts: (1) uniformed troops injured by contractors;[footnoteRef:56] (2) contractor employees injured on the job;[footnoteRef:57] and (3) third parties injured by contractors.[footnoteRef:58]  They have brought suit under domestic tort law and international law through the vehicle of the Alien Tort Statute.[footnoteRef:59]  These cases face considerable obstacles, however, including the political question doctrine, contractor immunity and preemption, the state secrets doctrine, and limitations on claims brought under the Alien Tort Statute.  Ideally, the U.S. Congress should enact legislation to clarify that such cases may proceed when significant human rights and humanitarian law violations are at stake.  [56:  See, e.g., Carmichael v. Kellogg, Brown, & Root, 572 F.3d 1271 (11th Cir. 2009); McMahon v. Presidential Airways, 502 F.3d 1333 (11th Cir. 2007).]  [57:  Nordan v. Blackwater Security Consulting, LLC, 382 F. Supp.2d 801 (E.D. N.C. 2005), aff’d 460 F.3d 576 4th Cir. 2006).]  [58:  Saleh v. Titan, 580 F.3d 1 (D.C. Cir. 2009).]  [59:  28 U.S.C. Sec. 1350.] 


	A significant initial obstacle to litigation is the political question doctrine, under which courts decline to consider cases that touch on subjects that are constitutionally committed to other branches of government, or which do not involve judicially manageable standards.[footnoteRef:60]   Courts have taken wildly different approaches to this doctrine, with some courts dismissing cases on political question grounds even before discovery,  with others others permitting factual development of the case before deciding the political question issue, and other courts rejecting the political question doctrine altogether. [60:  369 U.S. 186 (1962).] 

Differing opinions issued by the U.S. Courts of Appeals for the Fifth and Eleventh Circuits Lane v. Halliburton[footnoteRef:61] and Carmichael v. Kellogg, Brown & Root[footnoteRef:62] illustrate the confusion. Both cases arose from accidents that occurred on contractor-operated fuel convoys in Iraq during the Gulf War. However, in Lane, the Fifth Circuit reversed a district court decision dismissing the case on political question grounds, in part, because “we cannot find that all plausible sets of facts that could be proven would implicate particular authority committed by the Constitution to Congress or the Executive.” The Lane court also noted that, while at least some of the plaintiffs’ allegations could draw the court into consideration of what constituted adequate force protection for the convoys, some could potentially be proven without considering the “Army’s role” in events.  In contrast, the Eleventh Circuit in Carmichael affirmed a district court decision dismissing the case on political question grounds. The Carmichael court reached this conclusion, in part because determining whether the convoy driver was responsible for the injuries of a soldier riding along in his vehicle “would require reexamination of many sensitive judgments and decisions entrusted to the military in a time of war, given that “military judgments governed the planning and execution of virtually every aspect of the convoy,” including the date and time of its departure, the speed and route of travel, the distance between vehicles, and the security measures taken.  The court also found that there were no judicially discoverable and manageable standards for resolving whether the driver was negligent because “the convoy was subject to military regulation and control,” and the standards used in “ordinary tort cases” would not apply.  [61:  529 F.3d 548 (5th Cir. 2008).]  [62:  572 F.3d 1271 (11th Cir. 2009).] 

Another significant obstacle to tort litigation is the possibility that such claims may be preempted by the Federal Tort Claims Act (FTCA).[footnoteRef:63]  As a sovereign, the federal government is immune from suit without its consent. The FTCA waives the government’s sovereign immunity, but this waiver is in turn limited by many exceptions.   The FTCA does not explicitly refer to contractors, but the Supreme Court in Boyle v. United Technologies applied the FTCA to a military contractor that had manufactured an allegedly defective product, a military helicopter.[footnoteRef:64] One of the big questions currently percolating through U.S. courts is the extent to which the FTCA framework, including the exceptions that insulate the government from suit, would apply to military and security service contractors that have emerged as a major force in the last 15 years. Thus, for example, one of the key exceptions to the FTCA waiver of governmental immunity is the so-called combatant activities exception, which precludes tort liability in “[a]ny claim arising out of the combatant activities of the military forces, or the Coast Guard, during a time of war.”  The open question is whether, and if so under what circumstances, should military and security contractors working for the U.S. government essentially stand in the same shoes as the government for the purposes of immunity from litigation.  [63:  See supra note 15.]  [64:  487 U.S. 500 (1988).] 

Some courts have taken quite a broad view of this exception as it applies to contractors, thereby cutting off this avenue of litigation.   In Saleh v. Titan Corporation, the U.S. Court of Appeals for the District of Columbia Circuit looked to Boyle and expanded the reach of the combatant activities exception to contractors whose employees worked as interrogators and interpreters at the Abu Ghraib prison complex and committed abuses of detainees there.[footnoteRef:65]  The court concluded that tort claims were preempted under the combatant activities when,  “[d]uring wartime, … a private service contractor is integrated into combatant activities over which the military retains command authority.”[footnoteRef:66]  The district court in Saleh took a much narrower approach to the exception, focusing on the degree of military control over specific categories of contractors.[footnoteRef:67] [65:  580 F.3d 1 (D.C. Cir. 2009).]  [66:  Id.]  [67:  Ibrahim v. Titan Corp., 391 F. Supp. 2d 10 (D.D.C. 2005).] 

Lawsuits brought under the Alien Tort Statute face additional problems.  One challenge is the question of whether the violations of international law for which the plaintiffs may seek relief, such as claims of torture, require a showing of “state action,” a sufficient connection to the state to trigger the rights obligation.  Some courts have concluded that claims brought against contractors are essentially caught between a rock and a hard place: if the plaintiff cannot show a sufficient link between the contractor and the state, there is no possibility of liability for international law violations that require such a link; yet if plaintiffs can demonstrate a sufficient connection to the state, then they are entitled to the immunities that governmental actors would ordinarily receive from tort litigation.[footnoteRef:68]  Further challenges derive from the U.S. Supreme Court’s recent decision in Kiobel, which cuts off ATS litigation against corporate entities and limits suits unless the underlying actions “touch and concern” the United States.[footnoteRef:69]  A case recently filed in the Eastern District of Washington against the contractors who allegedly designed the CIA’s harsh detainee interrogation program, James Mitchell and John Jessen, attempts to surmount these difficulties by limiting the defendants to individuals (rather than corporate entities), and by alleging that the defendants actions touch and concern the United States because they designed the interrogation program there.[footnoteRef:70] [68:  Id.]  [69:  Kiobel v. Royal Dutch Petroleum, Co., 133 S.Ct. 1659 (2013).]  [70:  Salim v. Mitchell, complaint, Civ. Action No. 2:15-CV-286-JLQ (E.D. Wa.), available at https://www.aclu.org/sites/default/files/field_document/salim_v._mitchell_-_complaint_10-13-15.pdf.] 

The area of civil liability could therefore benefit from legislative reform. In particular, in view of the uncertainty about the scope of the combatant activities exception to the FTCA’s waiver of sovereign immunity, and the applicability of the FTCA more broadly to service contractors, the FTCA is ripe for amendment.    It is true that Congress cannot solve the divergent decisions of U.S. courts on the political question doctrine, as these decisions derive primarily from courts’ interpretation of their constitutional role within a system of separation of powers.  Yet the immunity and preemption issue could be fruitfully addressed by legislation to ensure that tort suits could be brought in instances involving gross violations of human rights.  
VI.  Conclusion
Overall, the patchwork quilt of U.S. legislation and regulation does partly address the human rights risks of deploying PMSCs.  Yet more comprehensive legislative efforts are needed.  In particular, the definition of “inherently governmental functions” would benefit from greater clarity and improved enforcement mechanisms.  While recent reforms have improved the government contracts regime, further steps might include adding human rights criteria to assessments of past performance necessary for contract awards, establishing a permanent inspector general for overseas contracting, and improved enforcement. Finally, to improve criminal and civil accountability, Congress should enact CEJA and amend the FTCA.
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