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8 June 2018  

Office of the High Commissioner for Human Rights 

 

I write in relation to the report that the Office of the High Commissioner for Human 

Rights is drafting pursuant to Human Rights Council resolution 34/7 on "the right to privacy 

in the digital age". Paragraph 10 of the resolution requested the United Nations High 

Commissioner for Human Rights: 

 

"to organize, before the thirty-seventh session of the Human Rights Council, an 

expert workshop with the purpose of identifying and clarifying principles, standards 

and best practices regarding the promotion and protection of the right to privacy in 

the digital age, including the responsibility of business enterprises in this regard, to 

prepare a report thereon and to submit it to the Council at its thirty-ninth session." 

I commend and support this initiative to better understand the right to privacy in the 

digital age as captured by this resolution, and the action the Office has set in train. Indeed, I 

attended the workshop in question and participated fully in all discussions, giving a keynote 

paper in one session and chairing another. I look forward to contributing further to the 

report, and to receive its expert input in my mandate’s Taskforces, which are also examining 

various facets of the promotion and protection of the right to privacy in the digital age.  

 

The matters I wish to raise in this letter however concern a document recently 

brought to my attention and dated 6 April 2018, submitted to the Office in the name of the 

Electronic Privacy Information Center (EPIC), an NGO based in the United States, in 

response to the public call for inputs that your Office made following the expert workshop. I 

note that, regrettably, it contains a section that provides inaccurate statements and 

impressions not only about the mandate provided to me by the Human Rights Council, but 

also about the role and procedures of Special Procedures. The relevant excerpt is appended 

separately as Annex I to this letter. 

 

It is important to correct the inaccuracies in the document submitted, given the 

exigencies faced by Special Rapporteurs and the Office of the High Commissioner for 

Human Rights. Hence, I set down for the official record some of the substantive inaccuracies 

and omissions. In summary: 

 

1. The document fails to take into account the true depth and extent of my work as 

Special Rapporteur as reflected in my annual reports to the Human Rights Council 
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and the General Assembly. The document fails to mention that the most significant 

portion of my mandate’s work (at least 75-80 percent of the effort invested and as 

reflected in my reports and other publicly available material) is spent in areas of 

focus such as surveillance, Big Data and Open Data, Health data and the use of 

personal data by corporations. As a consequence, regrettably, the document dated  on 

6 April completely distorts and misrepresents the true focus  and extent of the SRP 

mandate’s activities; 

2. My annual report to the Human Rights Council in March 2018 (A/HRC/37/62) is 

structured to show the full alignment of my work as Special Rapporteur, my 

priorities and actions, with the mandate contained in Human Rights Council’s 

resolution 28/16. It also pays due attention to the issue of surveillance – the matter 

that led to the establishment of the mandate of Special Rapporteur on the right to 

privacy; 

3. My annual report to the Human Rights Council in March 2017 (A/HRC/34/60) and 

to the General Assembly in October 2017 (A/72/43103) concerning the actions, 

consultations and areas of focus of my mandate are also ignored in the 6 April 

document submitted to your Office;  

4. Special Procedures mandate holders, with the support of your Office, actively seek 

official country visits, which can only be conducted at the invitation of the receiving 

State. The 6 April document submitted to your office fails to take into account, even 

though I highlighted it in in my most recent annual report , that I wrote to nine 

Member States seeking an invitation to conduct an official visit. I am concerned that 

the 06 April submission in question ignores the fact that the limited number of 

official visits by my mandate was caused by the refusal or delay in States to accept 

my requests to visit. 

5. The 6 April 2018 submission cites a publication by one of its own co-authors 

referring readers to an article ‘Urgent Mandate, Unhurried Response: An Evaluation 

of the UN Special Rapporteur on the Right to Privacy’ which was significantly dated 

and correspondingly inaccurate at the time of its publication in May 2017. It so 

transparently misrepresented the work of the SRP mandate to such an extent that it 

was not deemed then to be worthy of a public response and is even less so today; 

I do not refute the need for scrutiny and accountability. On the contrary, I welcome 

scrutiny, but I also believe that the efforts of Special Procedures mandate holders and the 

Office need to be fairly presented and assessed, which the submission by EPIC fails to do.  

 

To date, I had chosen not to respond in other occasions when one of the co-authors of 

the EPIC report had chosen to criticize my mandate, publicly or otherwise, but, given the 

fact that their submission on 6 April will be included in the upcoming report on “the right to 

privacy on the digital age” currently being drafted by the Office, it is incumbent for me to 

correct its inaccuracies and direct attention to the true state of affairs as most recently 

summarised in my March 2018 report to the Human Rights Council, a copy of which is also 

attached as Annex Two.  

 

A final consideration to be made is that the credibility of the 6 April document 

submitted to your office is not only completely demolished by its significant disregard of the 

facts extensively outlined in the SRP mandate’s reports but is then further undermined by its 

failure to disclose that the primary author of the criticism of my mandate was a candidate 
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who, in 2015, failed to be short-listed for appointment to the position of Special Rapporteur 

on the right to Privacy. 

 

 

I would be grateful if this document can be included with the rest of inputs submitted 

for the report, and I remain available for any additional information you may require 

 

Respectfully, 

 
 

Joseph A. Cannataci – Special Rapporteur on the right to privacy 
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Annex I: Extract from Submission to ‘Call for Submission on the Right to Privacy in the 

Digital Age.’ 

III. Work of the Special Rapporteur on the Right to Privacy  

We would also like to call attention to ongoing concerns about the work of the Special 

Rapporteur on the Right to Privacy. In 2015, the United Nations (UN) established a Special 

Rapporteur on the Right to Privacy (SRP) with a broad mandate to “protect” and “promote” 

the right to privacy set out in Article 12 of the Universal Declaration of Human Rights 

(UDHR) and Article 17 of the International Covenant on Civil and Political Rights 

(ICCPR).77 The mandate set out the expectation that the Special Rapporteur would gather 

relevant information, make recommendations, raise awareness, report violations, identify 

emerging issues and report annually on his work. We believe the Special Rapporteur must 

align his activities with the mandate set out by the UN.  

For instance, requirement (a) of the SRP’s mandate concerns “gather[ing] relevant 

information” on the state of the right to privacy, and requirement (g) of the SRP’s mandate 

concern calling attention to “alleged violations... of the right to privacy” or “situations of 

particularly serious concern.” One of the primary mechanisms for Special Rapporteurs to 

defending a human right is via country visits. Approaching the end of the three-year 

mandate, the SRP has conducted two country visits to two western nations: the United States 

and France.78 He has issued no formal reports from these visits, reports which are often 

among the most valuable tools to highlight specific situations of concern. EPIC would like 

to use the opportunity of the OHCHR’s call for input to publicly urge the Special Rapporteur 

to call attention to the privacy practices of countries around the world, to prioritize finalizing 

a date for official country visits which have been requested, and to issue country reports on 

his completed visits promptly.  

The SRP also continues to focus a significant portion of his work on what he has designated 

developing a “better understanding” of the right to privacy.79 He asserts the “existence and 

usefulness of” Article 12 of the UDHR and Article 17 of the ICCPR are “seriously 

handicapped by the lack of a universally agreed and accepted definition of privacy.”80 EPIC 

believes this pursuit runs contrary to the purpose of the mandate, particularly since a key 

responsibility of a UN Special Rapporteur is the vigorous promotion and protection of the 

right. International law and legal precedents have already defined a fundamental human 

right to privacy. Cornerstones of the modern right to privacy, set out in Article 12 of the 

UDHR and Article 17 of the ICCPR, must be preserved.  

75 Id. 

76 Harper Neidig, Senate panel approves Trump's FTC nominees, Hill (Feb. 28, 2018), 

http://thehill.com/policy/technology/375991-senate-commerce-approves-trumps-ftc-

nominees. 

77 Human Rights Council Res. 28/16, U.N. Doc. A/HRS/RES/28/16 (Apr. 1, 2015). 

78 Press release, US could do more on privacy rights, UN rapporteur concludes after official 

visit (June 27, 2017), 

http://www.ohchr.org/en/NewsEvents/Pages/DisplayNews.aspx?NewsID=21806&LangID=

E; Press release, France’s leading role in the protection of privacy, despite remaining 
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concerns, says UN privacy expert (Nov. 17, 2017), 

http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=22413&LangID=

E.  

79 

 

We described many of these and other concerns in a detailed review last year for the 

European Data Protection Law Review. 81 It remains our view that it is vitally important for 

the Rapporteur to pursue the mandate set out in the UN Resolution and specifically to seek 

to promote Article 12 of the UDHR and Article 17 of the ICCPR.  

80 Special Rapporteur on the right to privacy, Report of the Special Rapporteur on the right 

to privacy, Joseph A. Cannataci, ¶¶ 21, 25, U.N. Doc. A/HRC/31/64 (Mar. 8, 2016). 

81 Marc Rotenberg, Urgent Man- date, Unhurried Response: An Evaluation of the UN 

Special Rapporteur on the Right to Privacy, 3 Eur. Data Protection L. Rev. 47 (2017).  
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ANNEX Two 

 

Report of the Special Rapporteur on the right to Privacy to the Human Rights Council 

presented on 07 March 2018 
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